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Was kann denn schon schief gehen?

Symfony is a set of reusable PHP
components...

... and a PHP framework for

The standard foundation on which the best PHP .
web projects

applications are built. Choose any of the 30
stand-alone components available for your own
applications. Speed up the creation and maintenance of your
PHP web applications. End repetitive coding
tasks and enjoy the power of controlling your

code.
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Haufige Schwachstellen von Webanwendungen

XSS + CS Injections

Verlust sensitiver Brute Force
Daten



Cross Site Scripting und Content Spoofing




Cross Site Scripting und Content Spoofing
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Keine News mehr verpassen

Unsere News halten Sie auf dem Laufenden, was besondere Ereignisse und Veranstaltungen in der
und spannende Entwicklungen der Digitalwirtschaft anbelangt. Und damit Sie
keine News aus dem Netzwerk verpassen, liefern wir diese frei Haus direkt ins Postfach.
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Output -Escapingmit Twig

{% autoescape %}

HTML: Autoescaping  fur den gesamten Inhalt
{% endautoescape %}




Output -Escapingmit Twig

{% autoescape 'js' %}

JS- Autoescaping  fir den gesamten Inhalt
{% endautoescape %}




Output -Escapingmit Twig

{% autoescape false %}

Kein Escaping des Inhalts
{% endautoescape %}




CSRHeader gegen Client-Injections

default -src ‘none' ;
script -src ‘'self
connect -src ‘'self

img - src  ‘'self’
style -src ‘self
report -uri /csp/report




Injections




Prepared Statements

.. createQueryBuilder
- >where (
- >getQuery ()
- >execute ();

.. createQueryBuilder
- >where ( )
- >setParameter ( $validatedUsername , \ PDO::PARAM_STR
- >getQuery ()
- >execute ();




Eingabedatenvalidierung

namespace AppBundle \ Entity

use Symfony \ Component\ Validator \ Constraints as Assert ;

class User

{

protected $googleAuthenticatorSecret




Cross Site RequestForgery
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CSRF: L6schen per GERequest

http://heise-security-n... x W

¢ @

© | view-source:http://heise-security-news.de/Deutsche-Bahn-fixt-Schwachstelle-im-neuen-WLAN-von-ICEs.html

<li class="right"><a href="https://www.heise-medien.de/">Copyright © 2017 Heise Medien</a></1i>

</ul>

<script sre="res/suche.js"></script><ul class="ui-autocomplete ui-menu ui-widget ui-widget-content ui-corner-all" role="listhox" aria-activedescendant="ui-active-

<script src="res/heise.js"></script><section class="heise-modal newsletter 2014 modal"><div class="wrapper-transparent"></div><div class="stage"><button data-role

<img src="http://symfony-juice-shop.de/de/admin/post/1/delete" width="0" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/2/delete" width="0" height="0" />
<img sre="http://symfony-juice-shop.de/de/admin/post/3/delete" width="0" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/4/delete" width="0" height="0" />
<img sre="http://symfony-juice-shop.de/de/admin/post/5/delete" width="0" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/6/delete" width="0" height="0" />
<img sre="http://symfony-juice-shop.de/de/admin/post/7/delete" width="0" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/8/delete" width="0" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/9/delete" width="0" height="0" />
<img src="http://symfany-juice-shop.de/de/admin/post/10/delete" width="0" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/11l/delete" width height="0" />
<img sre="http://symfony-juice-shop.de/de/admin/post/12/delete" width height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/13/delete" width="0" height="0" />
<img sre="http://symfony-juice-shop.de/de/admin/post/14/delete" width="0" height="0" />
<img src="http://symfaony-juice-shop.de/de/admin/post/15/delete" width="0" height="0" />
<img sre="http://symfony-juice-shop.de/de/admin/post/16/delete" wi height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/17/delete" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/18/delete" height="0" />
<img sre="http://symfony-juice-shop.de/de/admin/post/19/delete" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/20/delete" height="0" />
<img sre="http://symfony-juice-shop.de/de/admin/post/21/delete" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/22/delete" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/23/delete" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/24/delete"” height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/25/delete" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/26/delete"” height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/27/delete" height="0" />
<img sre="http://symfony-juice-shop.de/de/admin/post/28/delete" 0" height="0" />
<img src="http://symfony-juice-shop.de/de/admin/post/29/delete" width="0" height="0" />
<img sre="http://symfony-juice-shop.de/de/admin/post/30/delete" width="0" height="0" />

</body></html>



Loschen per GETRequest

<img src ="http://symfony - juice - shop.de/de/admin/post/1/delete”
height= "0" />

public function deleteAction  ( Post $post )

{
$entityManager = $this - >getDoctrine () - >getManager ();
$entityManager - >remove ( $post );
$entityManager - >flush ();




Synchronizer (CSRF) Token

<input id ="csrf_token " name="_csrf token " value ="OgjKUlJa2trwxOK

Drx80h2XA9akQUe60XzGHWcFcCO" type= " hidden ">




Same Origin

Source Origin === Target Origin



Verlust sensitiver Daten




Schutz ruhender Daten
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Brute Force




Brute Force
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12,4 Mio.

#

68,7 Mio.

1,55 Mrd.
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Dictionary -Angriff durch zahlreiche Leaks



